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- Vantagens do gerenciamento de backups
* Abrangéncia

* Planejamento

 Tecnologias utilizadas

 Levantamento de itens instalados
 Upload das aplicacdes

 Arquivamento dos backups criptografados
 Contatos Base Automacao
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BASE

O bj et | VO AUTOMACAO

* Projeto desenvolvido para criar um banco de dados global e unificado com
todos os backups dos sistemas de automacao que compde 0 processo
produtivo de uma grande companhia do segmento de bebidas (cervejaria)

© COPYRIGHT - BASE AUTOMIACAD 3



Vantagens do gerenciamento de BASE
backu P AUTOMACAO

» Um sistema de producdo na maioria da vezes é constituido por varias
etapas e varios processos produtivos, cada um destes processos tem
suas particularidades, suas receitas, seus controladores, drives,
equipamentos e sistemas de supervisao

 Todos estes sistemas sdo em grande parte conectados, pois um €
dependente do outro.

 Caso um destes sistemas seja invadido ou haja algum tipo de desastre
natural como enchentes, pane elétrica, etc., e a unidade ndo tenha um
backup atualizado de seus processos e maquinas o prejuizo pode chegar
a casa de milhdes, pois a rapida retomada do processo seria quase que
Impossivel.
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Abrangéncia AUTOMAGAD

« O projeto abrange, mas de 70 paises e 140 unidades cervejeiras pelo
mundo.
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Planejamento AUTOMACAO

1° - levantamento e classificacdo de prioridades
2° - Definicdes de itens contemplados nos backups

3° - Reuniao de alinhamento e levantamento de softwares a serem
utilizados.

4° - Confirmacao e definicao de horas de trabalho

5° - Formatagao e preparagao de dispositivos criptografados para
armazenamento de arquivos gerados

6° - Realizacdo de backups ponto a ponto de todas as maquinas,
equipamentos do processo e todos os itens do sistemas de automacéao da
planta
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Ndmero de equipamentos onde BASE
atuamos ALNE NIRRT

SIEMENS

Rockwell
Automation
CLP 68
Supervisorio 8
IHM 54
Drivers 140

Batch 1
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Tecnologias utilizadas AUTOMAGAO

Controlador logico programavel CLP
Siemens

« S7-200
« 57-300
« S7-400
« S57-1200
« S57-1500
« ET200
* ILogo
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Tecnologias utilizadas AUTOMAGAO

Controlador logico programavel CLP
Rockwell (Allen Bradley)

« ControlLogix
 CompactLogix
* MicroLogix

» Micro 800

« SLC-500

© COPYRIGHT - BASE AUTOMIACAD 9
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Tecnologias utilizadas AUTOMAGAO

Sistemas SCADA (Supervisorios)
Siemens:

4
« Simatic WinCC WlnCC i

Rockwell (Allen Bradley)

 FactoyTalk View SE F 3 C tOf yTa Ik ®
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Tecnologias utilizadas AUTOMAGAO

Interface Homem Maquina (IHM)
Rockwell (Allen Bradley)
 PanelView 300

« PanelView plus 400

« PanelView plus 600

« PanelView plus 1000

« PanelView plus 1500
 PanelView Component

Siemens
o TPComfort
* ProFace
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Tecnologias utilizadas AUTOMAGAO

Sistema de batelada
Rockwell Software
 FactoryTalk Batch

| { N ORMANCS ’
i i ’ T
‘i ) : s
- = 4 7 ’ ~

Production Management

FactoryTalk Batch

© COPYRIGHT - BASE AUTOMIACAD



BASE

Levantamento de itens instalados AUTOMACAD

 Levantamento de itens instalados em campo

A B c D E
10 Apua Desairada ISLCSW 1747-L552C 5/05 192.168.10.44 Rslogix300 {v5.00.00 [CPR 9}
11 ETA SLCS00 1747-L552 5/05 172.28.8.80 Rzloglxs00
1z ETDI Ism 1747-L552B/C 5/05 172.2E.B.90 Rslogix500
13 Lagoa Aeracio Micraologin 1500 LREP serie C 172.28.8.89 Ralogins00
14 Area Ultilidades
15 Local de Instalacio Modelo do PLC Enderego IP software
16 Casa de maguinas IFI.E—S{-II]E 1771-A1B 17228 860 Rslogixs [vE 0000 (CPR 3))
17 Supervisorio iFix Llfilid=da- Inr pBla cnda CHhan e M0 10 160 10 38 iCiw oG £
- A B c D E F G H I 1 K [
18 Controle Regime My 4
19 Usina CO2 50
20 Suibal i:t,:ﬁ'u 230K wa Area Processo Sistena Fabricante Maodelo IP Adress ArquivefPasta Backup Mativo da ndo realizagio do
51 backup
2 W [5 52 Envase Linha_Refri Embaladora CLP Rockwell 1747 Liﬁi?@ﬂ-ﬂl{ serial R93131051219.RsS Dec-2015 POk
2 Comprassor 40bar-01 - . / - -
53 IHM KRONES IHM_Interact Serial RE83131.zip 3-Dec-2018 |_OK
23 Comprassor 30bar-02 s, ) l CLF Rockwell FLCS/20 DH+ KR123694 051219 RSP 5-Dec-2019 P_OK
Envase Linha_Refri Enchedora —
13 nterac W21 ~LeC-28
a4 Compressor Mycom. 55 IHM KRONES IHM_Interact DH+ 123654 zip 3-Dec-2013 I_OK
SLC_500
2 CLP Rockwell = Serial TE1935 130218 editan.RSS | 13-Feb-2018 F_OK
25 Comprassor Mycom- . ) ) 1747-1541 5/04-16K _
25 Comoressor Mycom- Envase Linha_Refri Envolvedora PRSI
g ¥ = IHM ESA VTS0 Serial DF:| 'EE"':MUNI"‘.I’”"
c M 7 VES DE CO CACAD
o CLP Rockwell 1769-L30ER 172.28.8.150 FI1302101_180618.ACD 3-Dec-2018 F_OK
28 Comprassor Mycom- 58 Envase Linha_Refri Estac3o CIP Conpactlogix 5370 . -
53 IHM Rockwell | FPainel Viwe 1000 plus | 172.28.8.151 PI1302101. mar 20-Dec-2013 I_OK
23 Comprassor Mycom- =
CLP Rockwell 1759171 172.28.8.104 K536320.AC0 5-Dec-2019 F_OK
L] Coimprassor Mycom- s Envase Linha_Refri Mixer Controllogix 5570 - i -
| Compressor Mycom- &1 IHM Rockwell | Fainel View plus 1000 | 172.28.8.105 K536320.mer 5-Now-2015 I_OK
. - 53 Ervase Linha Refi Paletizadors CLP Rockwell PLC-G/20E DH+ KR51265_051213.RSP 5-Dec-2019 p_DK
3 LOmMprassor Mycom- ., - THM krones IHM_Interact DH+ 151265 7ip 5-Dec-2013 1_OK
&5 ) ) CLP Rockwell PLC-E/40 DH+ KR745B11_051219.RSF 5-Now-2015 P_DK
3z
Envase Linha_Refri Rotuladora
34 Local dis irl:li.l|.lr.'.iu 66 IHM krones IHM_Interact DH+ 745b11.rar 3-Dec-2018 |_OK
'3:’ rar—— — &7 CLP Rockwell CLP_57-300 ETH CLP_57-300.7IF 5-Now-2015 F_OK
a2 meils Envaze Linha_Refri Sopradora 7. { { -
pa - P IHM krones IHM_Zenon ETH K784320_msw_2013.05 3.Dec-2018 oK
36 Mixer Pet-02 g2 25_121701.prf
53 Ervace Linha Refri Transarts Garrafas CLF Rockwell PLC-5/40 DH+ KRZ95586_0512135.RSF 5-Dec-2019 P_OK
1 4 v | Empdereco IP dos CLP Un 70 - = |HM krones |HM_Interact DH+ IHM_Interact.rar 3-Dec-2019 |_OK
Pronto e _ _ —
- Area Processo Sisterna Fabricante Modelo IP Adress Arquivo/Pasta Backup Mativo da nda realizacio do
72 backup
. ) ) cLp Rockwell 1783-130ER 172.23.8. 140 |ST020S0002 3AAutomacae-| o o5 P_OK
73 Envasze Linha_Vidro Desbulk Conpactlogix 5370 PC.Automacac. BAKOOD. acd
74 IHM Rockwell Painel View IHM_DFL.mer/ IHM_DPL.rar 17-Jun-2016 |_OK
75 ) ) ] CLP Rockwell PLC-E/30 DH+ KRE1115_071219.RSP 7-Dec-2019 F_DK
Envase Linha_\idro Desencaixotadora
76 IHM KRONES IHM_Interact DH+ IHM_Interact.rar 3-Dec-2018 |_OK
77 ) ) ] CLP Rockwell PLC-5/30 DH+ KR52062_04121%.rsp 4-Dec-2019 P_OK
- Envase Linha_Vidro D izadora P n, = R o nnan e
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Upload das aplicagoes AUTOMAGAD

 (Geracao de arquivos de backup das aplicagdes batch

U= =
B = "
= Ea e N B S E S EV T
PRODLCT A 7M.
"D ey
€ peun
& 63 GRERIC ML
4 -0 SENZRIC_PM_3 0L
X MESSAGE AL TV TR
0 oy EQuPa
€1 MussAGE SN2 E 7
Prienney Approval - PRODUCT_A_PM_RX x
Aoorove | et | Susamey | '
® ] Sivn Sorcll Meanrg | Acgrowe| Time | Secuty Pamesonks) | Conmmrl I
T4 L IHLL | STATE = COMPLETE & 2| LabDeowwment Appicvel | Mol Stated Templas: Lab Dept
18§l h — - Lsh Dept Opsianal
TERK W
il P Rockwell
15 L OUNERC AT T3 0B 1 STATL 3 =
‘ . o Lones Batch 1D: 20000514_1100.01 A“iomailon
MESSAGE § Unique ID: 1
Q) ook fQuPa
€1 MEAGE 1 2

& ionr feoa Area Name: PROCESS_DEMO

€1 TENP_CONTROUT Raclpe Neme: PRODUCTA @ Q om
€ rEsshcE a3 I—Fl'l f X}

C) TENP ConTROL:

€1 MESEAGE LA Process Cell: PRODUCTION
€ xna - i

£ AUTATE WD _ Product Code: Product A code
8 n:m_‘v!:\':(‘n'f T3 L IHALL:2 STATE = CONPLETE & Product Description: Product A Procedure
g :ﬁ&#&: Completion State: COMPLETE

il
it

C BRCMOT O Bt
C) MESSAGE »0 7
€] MESSAGE_HN S Lab Department Approvals
€1 FEACTOR_IFER_CUTIL T —
C) VESSAGE HUS

{m A TE)

0 s Pagsword D

€ s

Start Time: /1472009 11.03.26 AM End Time: 51472000 11:36.02 AM Duration: 003236

teh Dawg

Unit Procedure Operation Phase Start Time End Time Duration
PREMIX_UP 1 §/1472009 110326 AM /1472000 112040 AM 0026:14
REACTOR_UP:1 /1472009 11.03.26 AM £1472000 11:36.02 AM 00:32:36

Recipe Label Setpoint Target Actual
1:PRODUCT_APREMIX_UP: 1\PREMIX_OP 1\ADDITION_01_CLS 1-1 SETPOINT_O1 200 000 200 000 201723
1PRODUCT_APREMIX_UP: 1\PREMIX_OP. \ADDITION_02_CLS 1-1 SETPOINT_01 100.000 100 000 101 567
1 PRODUCT_APREMIX_UP: 1\WPREMIX_OP- 1ADDITION_03_CLS 1-1 SETPOINT_01 50 000 50,000 52876
1 PRODUCT_APREMIX_UP: 1\PREMIX_OP. 1\MANUAL_ADD_CLS:1-1 SETPOINT_O1 10.000 10.000
1. PRODUCT_APREMIX_UP. 1\PREMIX_OP. '\SAMPLE_PH_CLS 1-1 SETPOINT_PH 7.500 7600
1 PRODUCT_AREACTOR_UP 1\REACTOR_OP 1\HEADER_ADD_CLS 1-1 SETPOINT_01 300 000 300 000 200243
_OP SETPOINT_01 350,000 1350000 350,060
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Upload das aplicacoes

BASE

AUTOMACAO

 Upload de programas de CLP-Redes-MV's.

Organize *  Includeinlibrary +  Sharewith = Mew folder = W E;l @I
- Favorites Marme Drate modified Type | Size | |
B Desktop ) Devicehlet Linhas LOS-L10-L11 6/5/2019 6:49 PM File Folder L
e Downloads ' Linha 1 £/5/2019 £:49 PM File: folder
Iz Recent Places ' Linha 2 6/5/2019 6:50 PM File: folder
= Libraries ) Linha ¢ 6/5/2019 6:50 PM File folder
3 Documents ) Linha 5 6/5/2019 7:15 PM File Folder
J‘. Music J Linha & //5/2019 A:50 PM File Folder
= Pictures J Linha 7 652019 6:50 PM File Folder
B8 videos . Linha & &/5/2019 6:51 PM File Falder
J Linha 9 A15/2019 A:54 PM File Folder
1M Computer o
Organize *  Include inlibrary +  Sharewith = Mew Folder = - E;l @I
- Favarites Mame “ Date modified Type | Size | |
B Deskiop & PL04700_1,ACD 8/13/2019 2:29 PM Logix Designer Project 2,626 KB
.ﬂ' Dowrloads & PLO4700_1. WIN-2NHSNZPYAPK base BAKOD..,  7/30/2019 4:54 PM Logix Designer Project 2,986 KB
= Recent Places & PLO4700_1WIN-ZNHSNZPV4PK, base. BAKOD, .,  8/1j2019 3:03 AM Logix Designer Project 2 986 KE
5 Libraries & PLO4700_1, WIN-2NHSNZPY4PK base BAKOD..,  8/1j2019 3:03 AM Logix Designer Project 2,986 KB
| Documents @ PLO4700_1_13_05_19.ACD 8/13/2019 2:56 PM Logix Desigrer Project 2,675 KB
o Music | | PLO4700_1_13_05_19.5em 5/13/2019 2:56 PM SEM File OKEB
=/ Pictures | | PLO4700_1_13_08_19 8/13/2019 2:56 PM S0L Server Log Shi... 0 KE
: R
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Upload das configuracfes de drivers BASE

e remotas das linhas

*Cantrolvet - RSNetWars for Contralet

Ele Edt Mew Mewerk evie Digrostics ook

I tisp
D @S]k R & alF £ =+ BE

: RSNetWorx
A Fendrg Ferving
B —— Gt Pending OpfrzedEdis  Mesged Ede Curert Pendrg
5| ek Undue Time (rak: 500 Avg Schaded Band. 026% (23 Connaction Mamory Lsag ot For ControlNet®
E Ursscheduled Bytes Per Sec - ST3EI0  Paak Schadued Band. 1% 108% V260000
2
— Rockwell
a EEEEE— AlenBradley  GVIDAC  1747-ACNIS  PowerMondor PMODDMA  PMEDOOME  PMEDODME  PowerFlex 70 PowerFlex 70-1 PowerFlex PanelView @ At Sty . peciustssiene Artomation
— T ottt 1336 AC Vactar  Diive. 5000 wiCortrole,  wiCantrolNet,  wiCartealNet, TSz
5 Catrgury - Driva Class 1 Class02  Class05 [r—————— 1
= ) AC Drive - ro dtve adject
B e racey 1336 A7
5 ) AE Crive Devien
) Conmunestions Adapter o o
@ D Drbve - no crive cbject
1 e, T T T T T ] |
S D1 o Cortraliet (Fiber)

AUTOMACAO

RSNetWorx

Foustianior 5900 ||t o ork Govice Dirostis Toos e
B, PovserMonitor 5000:1:5 For DeviceNet®
B, Fometonton 500 &= - HE«*"WE\W [& allE =% - % | 5 &
& ) Pecrammabie Loge Cerire Hardware V0N PoumFlex K0 Pownile 100 Pows et 100 PawFir 20 PowmrFlor 80 1754400 werFlen 40 PowerFlex 20 vae0000
g - =0 Dmt WC AN 1404 VCADDY 4DV 40A 60V o0V vcshlet Flexx 37 460V 3P 450V
® 8] 10r-cacn oL 20HP 78HP1 VO Adapler 7 5HP-2 7.5HR
PMI000 | S04MEISADD 3 Rockwell
o1l Pr3900 8ot wCartroth, B avsr scaey - et sy Aurtomation
i b c ? -
= P 5 wicorron it =
5 P390 8 w/Cortrah i m 02 0%
o Foooo00 e wCortran, "
{8 Fro0on v wcerirai, it
P30 145 wControl,_| “8
| SANpoet to Cartrolet & () Generic Device{deprecated fof
= Serdor E Gusard PLC Safety Seanner
) Horee, nc. o y
(] Oniie Cevlopment Inc (4 o ) i Mt e
e | errr————m— “m For EtherNet/IP*
AC e - o dive
% B Conmmmesirs gt ) rdtivs sty i e B ew Btk Do Diosics ook b or EtheriNe
DC e - o v o & |8l -a/@ ¢ =B w (e alE : % - &+ = =& V26.00.00
- oo s - =
| - Waest Case Device Usages
F Editz Enabled
L ™ Caculse vlh GMP Srwosing nl it i sviches
@ Addiess Pendrg Addess Perwding
1z0jz0e017: 3 Wrimum CPU Commsion: Devicesretincided 1 Rockwell
LS d ] Wasimum CPL Comsume: v . Rckwet Sonwore Arfomation
H Prodice
a
42 Deviceiet (i
Sty Brvkog 10 Do T PowoFlax 7011 Strati 8000 Powolax 70 PowsFlex 701 PowoFlox 702 PowsrFlox 103 PoworFlax 104 PowsrFlox 105 Powarfle 106 Powofles 707 Poerfles 708 PoworFlox 109 =1
e L = 18-Pott managed
] ) vendar switch
feody F () Grie Dovskpmt Tnc (Aomation ake)
Ostan| @ Rocdwel autonetioe/alen Eradey E!m
TP Mation Cerester
CIP Hotion Enfoo. 192.1681.0 192.168.1.2 192.1681.3 192.1681.4 19216816 19216816 1921681.7 192168 1.6 1921681.9 192168 1.10 192168 1.1 192168 1.12
CIP Mo Safety v Device v -1 v (i ! . ! R ;
Comicstons Adsoter
DP1tD Dl Port Ehertied I
eteo e e - [AB_DF1-1\1 - {null}
D110 Etrmietilp
Encoder 192168113 192168 1.14 192188115 192168 116

[ p— -
Rkl AutomsioniReince
Rickrel Automation

Gemesal Purpose iscrets 10
H5 - D51 b0 Dusl Fort Eberlist/ i
H5 - D10 Etherhiet P

Human dachie Inkerface
Infermation Applance

PowerFlex 7010 PowerFlex 70-12

Metor Overioad
Mk Starter
PosssFi 056085 via Embecded Ettee

12002020 17:08
1202020 1706

PowerFles 7013

PowerFles 70-14

‘gﬁ” & File | Edit View Drive Peripheral Tools Window Help

AB
172ESIBI2XOBV2 D
IF67 122

-H[BR| - |F- 08

Zlee

[0 Faulted

:I S/ 5% Conneactiore DP

E]'_‘_); Node |

= B 0- PowerFlex 700

F

o8 Overview
18) Linear List

+|

& Monitor

ol 4 b W), Graph (“Epiesaibent ] Digromcs | e
]
2 | reessage code | oate. | peseriotion
Qe 120[2020 17:16:4 4 Edis: onabled,
4l

3 Moator Control
-1 4 Speed Commanc

4 Dynamic Contral

# |Parameter N..

value |Units| Internal ...S...

Output Freq 0.0
Commanded S... 0.0
Output Currert 0.0
Torque Current 0.0
Flux Current 0.0

Hz O
a
Amps 0
Amps 0
Amps 0
vac o

0

DU BN -
0000

Output Vokage 0.0
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Arquivamento dos backups
criptografados

-

% VeraCrypt Violume Creation Wizard

Organize *  Include inlibrary

. Favaorites
Bl Desktop
& Downloads
5] Recert Places

4 Libraries
@ Documents
J’ Music
[E=| Pictures
B2 videns

1% Computer
ﬂ_-’, Local Disk (C:)

§% D Drive (0] VirtualBe
ol Thabalarfies (1YRne Sy |

Mames =

Share with +  Mew foldg

, Devicehlet Linhas LOS-L10-L11
. Linha 1
. Linha 2
, Linha 4
J Linka 5

VeraCrypt

Volume Format

Options
Filesystem | NTFS Cluster | Default
Random Pool: ———., /.-, +, , ¥+—+-, -]

Header Key: ***#*kxssssssssssss
Master Kiy: #* %% kkksdhdhdddhtdh

Done| 7.276%  Speed| 22MBfs  Left| 6minutes

IMPORTANT: Move your mouse as randomly as possible within this
window. The longer you move it, the better. This significantly
increases the cryptographic strength of the encryption keys. Then
dick Format to create the volume.,

Randomness Collected From Mouse Movements

. Linha &
J Linka 7
J Linha 8
., Linha 9
. Linhia 9 MW

Linka 10
Linha 11

BASE AUTDVIACAD

Help = Back Format Cancel
L
6{5/2019 £:50 PM File Folder
6/5/2019 £:50 PM File Falder
6/5/2019 5:51 PM File: Folder
6{5/2019 6:54 PM File Folder
6/5/2019 £:55 PM File Falder
BI5/2019 5:49 PM File: Folder
6152019 £:50 PM File Folder
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E-mail: comercial@baseautomacao.com.br

Contatos

>

i)

L&

o

‘. Telefones: (11) 4456-4321 / (11) 4456-1408/ (11) 97885-1596

() WhatsApp: (11) 4456-4321 / (11)97885-1596

Y .
& Site: baseautomacao.com.br

BASE

AUTOMACAO

E Catalogo virtual: baseautomacao.com.br/loja

/baseautomacao
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