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Objetivo Automagao

* Projeto desenvolvido para criar um banco de dados global e unificado com
todos os backups dos sistemas de automacao que compde o processo
produtivo de uma grande companhia do segmento de bebidas (cervejaria)
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Vantagens do gerenciamento de backup Automagéo

« Um sistema de producdo na maioria da vezes é constituido por varias
etapas e varios processos produtivos, cada um destes processos tem
suas particularidades, suas receitas, seus controladores, drives,
equipamentos e sistemas de supervisao

Todos estes sistemas sao em grande parte conectados, pois um €
dependente do outro.

Caso um destes sistemas seja invadido ou haja algum tipo de desastre
natural como enchentes, pane elétrica, etc., e a unidade nao tenha um
backup atualizado de seus processos e maqumas 0 prejuizo pode chegar
a casa de milhGes, pois a rapida retomada do processo seria quase que
impossivel.
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Abrangéncia \ Automago

« O projeto abrange, mas de 70 paises e 140 unidades cervejeiras pelo
mundo.
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Planejamento Automagdo

1° - levantamento e classificacao de prioridades
2° - DefinicBes de itens contemplados nos backups

3° - Reuniao de alinhamento e levantamento de softwares a serem
utilizados.

4° - Confirmagao e definicao de horas de trabalho

5° - Formatagao e preparagao de dispositivos criptografados para
armazenamento de arquivos gerados

6° - Realizacao de backups ponto a ponto de todas as maquinas,
equipamentos do processo e todos os itens do sistemas de automacao da
planta
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NUmero de equipamentos onde atuamos AutONEGo

SIEMENS Rockwell

Autfomation
CLP 08

Supervisorio 8
IHM 54
Drivers

Batch




Tecnologias utilizadas Automagdo

Controlador l6gico programavel CLP
Siemens

S7-200

S7-300

S7-400

S7-1200

S7-1500

ET200

ILogo
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Tecnologias utilizadas Automago

Controlador l6gico programavel CLP
Rockwell (Allen Bradley)
ControlLogix
CompactLogix
MicroLogix
Micro 800
SLC-500
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Tecnologias utilizadas Automago

Sistemas SCADA (Supervisorios)
Siemens:

V4
. Simatic WinCC WInCCO

Rockwell (Allen Bradley)

 FactoyTalk View SE F 3 C tOf yTaIk a




Tecnologias utilizadas

Interface Homem Maquina (IHM)
Rockwell (Allen Bradley)
PanelView 300
PanelView plus 400
PanelView plus 600
PanelView plus 1000
PanelView plus 1500
PanelView Component

e
-— A

Siemens
o TPComfort
* ProFace
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Tecnologias utilizadas Automagdo

Sistema de batelada
Rockwell Software
 FactoryTalk Batch
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Production Management

FactoryTalk  Batch
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L evantamento de itens instalados

 Levantamento de itens instalados em campo

A B C D E
10 |Apua Desairada |5I.I:5ﬂl'l 1747-L552C 5/05 192.168.10.44 RslogiaS00 (v5.00.00 [CPR 9)
11 ETA SLCS00 1747-L552 5/05 172.28.8.80 HEIDEI}G 00
1z ETDH |sLcs00 1747-1552R/C S/05 172.28.8.90 Rslogixs00
13 Lagoa Aeracio Micraologixn 1500 LRP serie C 172.28.8.89 ReloginS00
14 Area Ultilidades
15 Local de instalacdo Modelo do PLC Enderego IP software

16 Casa de maguinas |pLe-5/40E 1771218 172.25.8.60 Rslogixs [wB.00.00 (CPR 3))

1? mmim-iu iﬁ: u't.'li-l-.-l-u- |nr' Ml rreles Chbnememed 0 A0 AAD i & aCiw o & N
A B C D El H

18 Controle Regims Myl 4g
19 Usina CO2 50

20 Substagiio 230Kva = A Fabricanta Modelo IP Adress Arquivo/Pasta Backup Mm'md":k'“"md"
up

- 52 Envase Linha_Refri Embaladors Rockwell | 1747 Ls;lfz_c?g?mazx serial EEELIBEEE > Dec2013 o
Compressor 40bar-01 s - =

KRONES IHM_Interact Serial R83131.zip 3-Dec-2018 1_OK
Compressor 40bar-02 5, Rockwell PLC-5/40 DH+ KR123694_051219.RSP 5 -Dec-2013 P_OK

Envase Linha_Refri Enchedora -
(__nrnnrp-w.-.r:r M','L'.nrn | 55 KRONES IHM_Interact DH+ 123694 .zip 3-Dec-2012 I_OK

5LC_S00

Compressor Mycom- Rockwell serial TE1533 130212 editan.RSS | 13-Feb-2018 F_OK
56 1747-L541 5/04-16K -

C Envase Linha_Refri Envolvedora Al
ompressor Mycom- e S0 cerial RO POSSUI BACK UP / NE
Campressor Myeom-|© ERLEERESoMINI SR ns
1765-L30ER
" o Rockwell 172.28.8.150 FI1302101_180618.ACD 3-Dec-2018 P_OK
Compressor Mycom-| 58 Envase Linha_Refri Estac3o CIP ocwe Conpactlogix 5370 ’ - = -

M mm_' 59 Rockwell Painel Viwe 1000 plus 172.28.8.151

Rockwell 1759471 172.28.2.104 K536320.4CD 5-Dec-2019 P_OK
WO e . x5 .. ~Lec-,

Camprassor Mycom-i g Envase Linha_Refri Controllogix 5570 -

W W 61 Rockwell Painel View plus 1000 172.28.8.105 K536320.mer 5-Nov-2015 I_CK

- 62 ) ) ) Rockwell PLCS/20E DHe KR51265_051219 RSP 5-Dec.2019 p_OK
Lomprassor Mycom-! Envase Linha_Refri Paletizadora krones IHM_ Interact DH+ [51285.4ip 5 Dec-2013 oK
Rockwell PLC-5/40 DH+ KR745B11_051219.R5P 5-Nov-2015 P_OK

krones IHM_Interact DH+ 745b11.rar 3-Dec-2018 1_OK
Rockwell CLP_57-300 ETH CLF_57-300.21P 5-Nov-2015 P_OK

Sala de ineis Envaze Linha_Refri Sopradora 7 ( ( -
pa - " krones |HM_Zznan ETH K784320_msw_2013-05 3-Dec-2013 oK

Mixer Fet-02 25_121701.prj
. " Rockwell PLC-5/40 DH+ KRS25586_051215.R%P 5-Dec-2019 P_OK
Envase Linha_Refri Transporte Garrafas

1 4 F Kk tl'ldE‘l'E‘.'.Cl 1P dos CLP Uni 7 krones IHM_Interact DH+ IHM_Interact.rar 3-Dec-2019 1_OK
Fronto

PI1302101.mer 20-Dec-2013 I_OK

Envase Linha_Refri Rotuladora
Local de instalagao

Motive da nao realizagio do
backup
5-Dec-2019 P_OK

Fabricante Modelo IP Adress Arquivo/Pasta Backup

) ) Rockuell 1759-L3.C}ER 172.28.8.140 SF020_S0_00Z_3A Automacac-
Envase Linha_Vidro Desbulk Conpactlogix 5370 PC.Automacao. BAKOOD. acd
Rockwell Painel View IHM_DPL.mer/ IHM_DPL.rar 17-lun-2016 1_OK
Rockwell FLC-5/30 KRE1115 071219.RSP 7-Dec-2018 P_OK
KRONES IHM_Interact IHM_Interact.rar 3-Dec-2019 1_OK

Rockwell FLC-5/30 KR52062_041219.rsp 4-Dec-2019 P_OK
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Upload das aplicacoes

 (Geracao de arquivos de backup das aplicagdes batch
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] MESSAGE HuE
C) B0 _TERD
£ MESSAGE M
€1 TENP_CONTROU)
©) AGITATE VD2
C BRCMOT 0K 0t
C) MESSACE b
€] MESSAGE -
£ FEACTOR_IFER_CUTIL
GE S

- SHLLL:| STATE = COf
L

e

L OUNTRIC P S D U STATE
: B S

il Ml

|

LINLL:2 STANE = COMPLETE &
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Ncl Started
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Temglas: Lab Dept

o Lsh Dept Opsional

020-Batch Summary

Batch 10: 20000514_1100 01
Unique ID: 1

PRODUCT_A
PROCESS_DEMO
PRODUCTION
Product A code
Product Description: Product A Procedure
Completion State: COMPLETE

Start Time:  5/14/2009 11.0326 AM

Recipe Name:
Area Name:
Process Cell:
Product Code:

End Time: §1472000 11:36.02 AM

Batth Dawg

Unit Proc e
PREMIX_UP:1
REACTOR_UP:1

Operation

SetpointVs Actual Summary

Recipe Label

1:PRODUCT_APREMIX_UP: 1\PREMIX_OP 1'ADDITION_01_CLS 1-1 SETPOINT_01
1PRODUCT_APREMIX_UP: 1\PREMIX_OP 1ADDITION_02_CLS 1-1 SETPOINT_01
1 PRODUCT_APREMIX_UP: I'\PREMIX_OP 1\ADDITION_03_CLS 1.1 SETPOINT_O01
1 PRODUCT_APREMIX_UP: 1'PREMIX_OP 1\MANUAL_ADOD_CLS:1-1 SETPOINT_01
1. PRODUCT_APREMIX_UP 1\PREMIX_OP. '\SAMPLE_PH_CLS:1-1 SETPOINT_PH
1 PRODUCT_AREACTOR_UP 1\REACTOR_OP 1\HEADER_ADD_CLS 1-1 SETPOINT_01
1 PRODUCT_AIREACTOR_UP. 1\REACTOR_OP 1\PREMIX_ADD, SETPOINT_01

Rockwell
Automation

Bao

Duration: 003236

Start Time
51472009 110326 AM
S/14/2009 11.03:26 AM

End Time
/1472000 112040 AM
§/1472000 11:36.02 AM

Duration
0026:14
00:32:36

Sessenseannnne




Upload das aplicacoes

 Upload de programas de CLP-Redes-MV's.

Organize *  Includeinlibrary = Share with +=  Mew folder

. Favarites IS

Date modified

Twpe

B Desktop
4 Downloads

) Devicehlet Linhas LOS-L10-L11

J Linha 1

5l Recent Places
= ) Linha 2

- . Linha 4
= Libraries mha

@ Dacurnents
J‘ Music

[ Pictures
B videos

, Linha 5
J Linha &
) Linha 7
) Linha &

) Linha 2
1M Computer

6/5{2019 6:4% PM
6/5/2019 6:49 FM
6/5{2019 £:50 FM
6/5{2019 £:50 PM
6/5{201% 7:15 PM
6/5/2019 £:50 FM
6/5{2019 £:50 FM
6/5{2019 £:51 PM
6/5{2019 6:54 PM

File Folder
File Folder
File: Falder
File: Folder
File Folder
File Folder
File: Falder
File: Folder
File Folder

Organize *  Include inlibrary +  Share with +  Mew folder

. Favorites RIS

Dake modified

Tvpe

Bl Ceskiop
4 Downloads

& P104700_1.4CD
| Recent Plares

- Libraries
@ Documents
J‘! Music
[ Fictures

E Vi~

@ P104700_1_13_08_19.4CD
|| P104700_1_13_08_19.5em
|| P104700_1_13_06_19

@ P104700_1.WIN-2MHSMN2PY4PE, base, BAKOO, ..
@ P104700_1.WIN-2NHSN2PY4PE, base, BAKOO, ..
@ P104700_1 MWIN-ZMHSMZPY4PE, base, BAKOO..,

8/13/2019 2:29 PM
7}30/2019 4:54 PM
8/1/2019 3:03 AM
8/1/2019 3:03 AM
8/13/2019 2:56 PM
8/13/2019 2:56 PM
8/13/2019 2:56 PM

Logix Designer Project
Logix Designer Project
Logix Designer Project
Logix Designer Project
Logix Designer Project
SEM File

S0L Server Log Shi...

2,626 KB
2,086 KB
2,986 KB
2,986 KB
2,675 KB

0 KB




Upload das configuracoes de drivers e
remotas das linhas
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Arquivamento dos backups
criptografados

-

% VeraCrypt Volume Creation Wizard

Volume Format

Options
Filesystem |NTFS Cluster | Default

Random Pool: ———..—/.-.+, . ¥+—+-,
Header Kiey: %% %s ks sds kb nssdin
MaSter Key: *%*# %%k sk hknswknshnn

Crganize *  Inclodeinlibrary + Sharewith = Mew Foldg ]

Done| 7.276%  Speed| 22MBfs  Left| 6minutes
Mame =

": Favorites IMPORTANT: Move your mouse as randomly as possible within this
. . g g window. The longer you move it, the better. This significantly
- DBSktDD . DeviceMet Linhas LOS-L10-L11 increases the cryptographic strength of the encryption keys. Then
. dick Format to create the volume,
4 Downloads . Linha 1 VeraCrypt
5l pecent Places . Randomness Collected From Mouse Movements
= J Linha 2

: . Linha 4
7 Libraries s

@ Documents
J} Plsic J Linha & 6512019 A:50 PM File: folder

[ Pictures JLinha 7 6/5/2019 6:50 PM File Folder
B videos | Linha & 6/5/2019 6:51 PM File: Falder
- J Linha 9 6512019 Ai54 PM File: Folder
& Compuker
B Local Disk (C:) J Linha 9 NOVA, 652019 6155 PM File: Folder
fe Local Disk (C:
J Linha 10 6512019 A:49 PM File: folder

§" D Drive (D) YirtualBe
i Tnetalarfes (Y YRAwSY s Linha 11 6/512019 6:50 PM File Folder

Help < Badk Format Cancel

J Linha &5

20 Base Automacao Ltda



Telefones: (11) 4456-4321 | (11) 4456-1408

E-mail: comercial@baseautomacao.com.br

Site: www.baseautomacao.com.br
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